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Target Audience

Target Audience

This document describes the integration between Suprema biometric devices and Nedap AEOS using BioStar Integration for
Nedap.

This document is intended for system operators as well as system administrators. The system operators/administrators require
basic knowledge of the Nedap AEOS system and Suprema biometric devices.



Introduction

Introduction

Features

BioStar Integration for Nedap is a programming interface that allows the Nedap AEOS platform to communicate with the
Biometric Management System, which is able to generate user biometric templates with Suprema biometric devices and
manages user information from the AEOS on the devices. With BioStar Integration for Nedap, you can easily setup and build the
Biometric Management System for the AEOS using Suprema biometric devices.

BioStar Integration for Nedap provides the following features:

Allows to add, update and delete users and Wiegand cards, as well as register each user’s fingerprint templates.
Offers a web page for enrolling fingerprint. It is able to add or delete 10 fingerprint templates for a user.
Without installing an independent web server.

Provides a service for user information synchronization among the devices connecting to the server of BioStar Integration for
Nedap.

Allows to connect and manage up to 1,000 Biometric Devices.

NOTE

e For more details on the functionality of AEOS platform, see the user manuals for Nedap AEOS.

System diagram
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Installation I

Installation

Prerequisites

The following prerequisites are required to use BioStar integration for Nedap. Check the support conditions before installing the
BioStar integration for Nedap.

Operating system

— Microsoft Windows 7(x86 / x64), Microsoft Windows 10(x64), Microsoft Windows Server 2012
Web browsers

— Chrome 6x,IE10/IE11

AEOS

— AEOS 3.2.x, AEOS 3.3.1, AEOS 3.3.2

Biometric Device

— BioStation 2, BioStation A2, BioStation L2, BioEntry W2

BS_SDK_V2

- 250

NOTE

e BS_SDK_V2 is included in BioStar Integration for Nedap installation file.

Configuration procedure

. ' ' Enroll
Installation Configuration The Fingerprint

BioStar Integration for Nedap Biometric Device
License Key AEQS Platform
AEpu Controller



Installing BioStar Integration for Nedap

Installing BioStar Integration for Nedap Setup file

1
2

Run the BioStar Integration for Nedap 1.04 setup file.

Click Install to continue. BioStar Integration for Nedap requires some items to be installed.

’BinStar Integration for Nedap 1.04 - InstallShield Wizard

= BioStar Integration for Nedap 1.04 requires the following items to be instalied on your
computer, Click Install to begin instaling these requirements.

Status  Requirement

Instaling Win320pensSL-1_0_2L
Pending Mecrosoft .NET Framework 4,5.2 Full

| &instal Cancel

To continue the installation, click Next.

B4 BioStar Integration for Nedap 1.04 - InstallShield Wizard =3

Welcome to the InstallShield Wizard for
BioStar Integration for Nedap 1.04

The InstallShield{R) Wizard will install BioStar Integration for
Nedap 1.04 on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treates.

Enter the customer information and then click Next.

rﬂ BioStar Integration for Nedap 1.04 - InstallShield Wizard

2
Customer Information
Please enter your information.

User Mame:
[sEUnGKT NOH

Organization:
ouems

InstaliShield

If ready to install, click Install.

Click Finish to complete installing BioStar Integration for Nedap.

Installation



Installing the license key

1 Run the command prompt (cmd) on the PC where BioStar Integration for Nedap is installed.

NOTE
e You can run the command prompt in the following ways: Click the Windows Start button and enter cmd in Search programs and
files text box.

2  Enter ipconfig/all in the Command Prompt window and press Enter key. When you see the results, check the Mac address.

BN C:\Windows\system32\cmd.exe =@

M-SEUNGKI >ipconfig ~a
Windows IP Config

n-specific DN
+inn a ktop Adapter

fd84x18CPr
d>

WUM-SEUNGKI >

3 Send the Mac address and period of use to your place of purchase via email and request a license key.

4 save the license key in the BioStar Integration for Nedap installation folder.

[E=2EcE =
@uvl | | [ ¢4 ][ search gicstzrintegrtion )
Qrganize ~ | Open New folder = 0 @
Favorites Name ’ Date modified Type Size -
Bl Desktop wwwioot File folder
§§ Downloads 64 File folcler
86

- Recent Places

i1

" BioPlug.Client
2 BioPlug.Client.exe

- Libraries
DBy %] BioPlugWebServer.dil

\
J Music 3 BioPlug.WebServer.dil

= Pictures 2] BioPlug.\WebService

B Videos i BioPlug WebService.exe Configuratio 4 KB
(&) BS_SDK_V2.dIl lication extens...
18 Computer % EntityFramework.dll ation extens...
%] EntityFramework.5qlServer.dll ation extens...
€ Network =] EntityFramework.SqlServer ocument
|| EntityFramework ument
2| Fsharp.Coredll Application extens...
2] FSharp.Core <ML Document
| L ticensekey File
%) logdnet.dll Application extens...
) logdnet {ML Document
%| Microsoft.Owin.Cors.dll Application extens... 9 KB -
licensekey Date modified: 2/2/2018 3:42 PM Date crested: 2/22/2018 2:21 PM
File Size: 815 bytes

NOTE
e The path of the BioStar Integration for Nedap installation folder is as follows: C:\Program Files (x86)\Suprema\BioStarintegration




Configuration

Biometric Device

Setting the biometric device network

Configuration

Biometric devices must be connected on the server of BioStar Integration for Nedap.

1 RunBiostar Integration Manager and click Search.

Device

Search

l Advanced

4 BioStar Integfatl_on
Device -» Server

Server -» Device

2 Select the device for connecting to BioStar Integration Manager and then click Add.

1 Search Devices [E=3 o8 =)
B Device ID Type IP Address Name
[ 643 192.168.12.163 6543 (192.168.12.163)
[} 10237 BioEntry W 192.168.12.73 BioEntry W 10237 {192.168.12.73)
| 40028 BioStation A2 0.0.0.0 BioStation A2 40028 (0.0.0.0) l
E 100000006 BioStation 2 192.168.12.194 BioStation 2 100000006 (192.168.12.194)
[ 100000007 BinStation 2 192.168.12.228 BioStation 2 100000007 (192.168.12.228)
[ 538100962 BioLite Net 192.168.12.188 Biolite Net 538100962 (192, 1
| 538102085 BioLite MNet 192.168.12.230 BioLite Net 538102085 {192
il 538607259 BioLite Net 192.168.1265 Biolite Net 538607259 (192.168.12.65)
= 539749515 BioEntry Plus 192.168.12.209 BiaEntry Plus 539749515 (192.168.12.209)
1 540084353 BioStation L2 192.168.12.195 BioStation L2 540084353 (192.168.12.195)
I Add | | Close
NOTE

e This document explains BioStation 2 as an example, and it is possible to connect with BioStation A2, BioStation L2, and BioEntry

W2.

3 Select a device on BioStar Integration panel.

Device

l Search

‘ l Advanced

4 BioStar Integl’atl'on
Device -» Server

< Server -> Device

: BioStation 2 100000006 (192.168.12.194)




4 In Network tab, click Device -> Server Connection and then fill in Server IP and Server Port.

Infermation | Network | Wiegand

DHCP
1P Adress 192.168.12.194 Subnet Mask 255.255.255.0
Gateway Device Port 51211

Server

Device -> Server Connection

[Elons
Server IP 192.168.12.20 DNS Address
Server Port 51212 Server URL

Apply

5 The connected device will be displayed on Device -> Server.

Device

{ Search ‘ l Advanced J

4 BioStar Integration

4 Device -» Server

' BioStation 2 100000006 (192.168.12.194)

Server -> Device

Configuration

NOTE

If the connected device is not displayed on the panel, reboot BioStar Integration Manager.




Configuration

Setting the biometric device Wiegand Out

Biometric devices and AEpus Controller are connected by a Wiegand protocol.

1 RunBiostar Integration Manager and click Search.
Device

Search l Advanced

4 BioStar Integfatl_oﬂ
Device -» Server

Server -» Device

2 Select the device for connecting to BioStar Integration Manager and then click Add.

B Device ID Type IP Address Name -

| 643 192.168,12.163 643 (192.168.12.163)

[ 10237 BioEntry W 192.168.127 BioEntry W 10237 (192.168.12.73)

) 40028 BioStation A2 0.0.0.0 BioStation A2 40028 (0.0.0.0) ¥

El 100000005 BioStation 2 192.168,12.194 BioStation 2 100000006 (192.168.12.134)

] 100000007  BioStation 2 192.168,12.228 BioStation 2 100000007 (192.168.12.228)

[[] 538100862  BioLite Net 192.168.12.188 BioLite Net 538100962 (192.168.12.188)

[[] 538102085  BioLite Net 192.168.12.230 Biolite Net 538102085 {192.168.12.230)

[[] 538607259  BioLite Net 192.168.12.65 Biolite Net 538607259 (192.168.12.65)

[l 539749515  BioEntry Plus 192.168.12.209 BioEntry Plus 539749515 (192.168.12.209)

[T 540084353  BioStation L2 192.168.12.195 BioStation L2 540084353 (192.168.12.195) .
I Add | | Close

NOTE
e This document explains BioStation 2 as an example, and it is possible to connect with BioStation A2, BioStation L2, and BioEntry
w2.

3 Select a device on BioStar Integration panel.
Device

[ Search ‘ l Advanced

4 BioStar Integfatl_ﬂﬂ
Device -» Server

< Server -> Device

: BioStation 2 100000006 (192.168.12.194)

10



Configuration

4 n Wiegand tab, select a Wiegand format of the default list or create a new custom Wiegand format.

Information I Netwark | Wiegand

Mode [OUT =| Length 35 2 [JByPsss  Type [Custom Farmat

CSN Card [ 4l 37 Bit Wiegand HID H

Bit Wiegand
Byte Order [T wiegand Format 35 Bit Wiegand HID Corporate 1000
48 Bit Wiegand HID Corporate 1000

‘Custom Format

p
o=

type start bit position end bit pesition  size  binary

Parity
il

type  parity pos parity code hexadecimal binary

ApplyToO’lhersl [ Apply

NOTE

Set the Wiegand format according to the Wiegand type you want to use. This document provides an example with 37 Bit Wiegand.
If you want to use CSN Card to Wiegand Type, click the Wiegand Format checkbox at CSN Card frame.

5 click Apply.

Mode |OUT = | Length 37 e [ ByPass Type [STBitWinqandeHmaoz

CSN Card Qut Pulse

Byte Order ] Wiegand Format Pulse width (s} 20
10000

Pulse interval (us)

o0

o
type start bit position end bit position  size binary
10| 1 35 33| 011111111111111111111 11111111 1311111]
Parity
==
fype  parity pos parity code hexadecimal binary
Ben o 68719214502 O<FFFFC0000| 0111111111111 11111100 00000000 00000000|
ooo |36 | 524266] Ox7FFFE[ 00000 00000000 00000111 11111111 11111110]

[ Apply To Cthers I I

Apply I

11



Configuration

AEOS

Generating a new certificate

AEOS and BioStar Integration for Nedap require a certificate because they are linked in HTTPS protocol. You can use the
certificate provided by BioStar Integration for Nedap, or you can generate a new certificate using the desired domain name and
IP address. This section describes how to generate a new certificate.

1 Move the entire certificate script files to the desired working directory.

NOTE
e The path of the BioStar Integration certificate script files is as follows: C:\Program Files (x86)\Suprema\BioStarintegration\cert

2  Runthe command prompt (cmd) and then enter uninstall_certs.bat.

[E=3 o )

B Administrator: Command Prompt

INtempscert
ucceeded to

m

3 Delete the default certificate files (BioStarIntegration.root, BioStarlntegration.user) from the working directory.
4 Open the host_openssl file.

5 Modify the domain name and IP address, and then save the file.

| host_openssl - Notepad | mi=) @
File Edit Format View Help

[ req_ ]

default_bits 2048

default_md shal

default_keyfile
distinguished_name
extensions

BiostarIntegration.root. key
req_distinguished_name
vi_user

[ v3_user ]
# Extensions to add to a certificate reguest
basicConstraints = CA:FALSE
authoritykeyIdentifier = keyid,issuer
subjectkeyidentifier = hash
keyUsage = nonRepudiation, digitalsignature, keyEncipherment
extendedkeyusage = serverauth,clientauth
bie me = @alt_names

[req_distinguished_name ]

countryName = KR
countryname_default = KR
countryName_min =2
countryName_max =2
organizationname = Company
organizationName_default = Suprema Inc.
#organizationalunitname = BSS

#organizationalunitnName_default = BSS
commonName iostar Integration

- B
commonName_default = Biostar Integration
commonName_max = 64

12



Configuration

© Run the command prompt and then enter default_cert.sh.

B Administrator: Command Prompt - sh default_cert.ch | e

98 hit long modulus

own NID, skipped

e default_cert.sh is a script that can be run without any extra parameters.

o default_cert.sh is a bash shell script. To run this script, win-bash must be installed on your PC. Install win-bash and then add the
install path to the System PATH variable in Windows.

7 setthe export password for the new certificate to suprema123. The new certificate file will be generated at the working
directory.

B Administrator: Command Prompt - sh default_cert.ch | e

bhit long modulus

own NID, skipped

alhost

8 Enter Install_cert.bat at the command prompt to install the new certificate.

(@8 Admanistrator: Command Prompt

18 bhit long modulus

1 NID, skipped

aun NID, skipped

9 Move the new certificate file (BioStarIntegration.root) to the AEOS certificate directory.

13



Importing the trustCAcert to AEOS keystore

Configuration

AEOS and BioStar Integration for Nedap require a certificate because they are linked in HTTPS protocol. You can use the
certificate provided by BioStar Integration for Nedap, or you can generate a new certificate using the desired domain name and
IP address. This section describes how to import the certificate provided by BioStar Integration for Nedap.

1 Move the BioStar Integration root certificate file (BioStarintegration.root) to the AEOS certificate directory.

o (&&=

<« Local Disk (C:) » AEQS » AEserver » jboss » standalone » certs

GO~

Organize * Include in library « Share with + MNew folder
Name Date medified
{ Favorites

B Deskiop
i§ Downloads

18 PM
51 PM

[ BioStarIntegration.root 2113

[ serverjks b27i]

= Recent Places

~ [ 4| [ Search cens

P

= 0 @

Type Size

Certificate 2KB
8KB

Securit

JKS File

NOTE

e The path of the BioStar Integration root certificate file is as follows: C:\Program Files (x86)\Suprema\BioStarintegration\cert

2 Open server.jks file in the AEOS certificate directory.

3 Enter the password as shown below.
e Keystore password: nedap123

E¥ Administrator: Command Prompt - keytool -import -alias Biostardntegration -trustcacerts -file Biostarintegration.ro...

“hin

liostarintegration

= FoE

4 Answer the following a question.
e Trust this certificate? [no]. y

B Administrater: Command Prompt

rintegration

14



Configuration

Enrolling Identifier Type to AEOS

1
2

3

Run AEOS and click Administration > Maintenance > Identifiers > Identifier types.

Select the identifier type Generic and then click New.

Bar code | v New J
Bar code

y e =
Mifars b

Enter the identifier type information and then OK.

Generic a
Name* [Suprema Identification Printable Thirdparty
[Numeric  T~]
o e e !
type™ Identifier Card
Customer length* Use
code [Alpha numeric[~] Tdentifier E | external
type* minimum value Jabel
Customer Tdentifier print
code [0 maximum [4284867285 ] receipt -
| cancel | | oK
AEOS 3.3.1 This product is licensed to Suprema demo ;‘-’,—.Eda':.

Setting AEOS for BioStar Integration

To launch the fingerprint enrollment page in AEOS platform, you must configure BioStar Integration for Nedap in AEOS.

1
2

Open the AEOS folder and click AEserver > jboss > standalone > configuration.
Open aeos.properties file.

Set the Suprema ldentifier type and the BioStar Integration web server URL as shown below.
e bioapi.settings.server.bms1.id =

e bioapi.settings.server.bms1.name=Suprema

e bioapi.settings.server.oms1.uri=https://192.168.12.20:44301/bioapi

e bioapi.settings.server.bms1.optional.carrierName = true

e bioapi.settings.server.bms1.optional.cards=true

e bioapi.settings.server.bms1.optional.PIN=true

| aeos.properties - Notepad
File Edit Format View Help

#bioapi.settings.server.testl.optional. PIN=true . . .
# Whether the carrier’'s PIN-code should be sent to the biometric management system, when AEOS registers
# False by default.

#bmapw setrings.server.testl.api.service. username=myname
#bioapi.settings.server.testl. api.service. password=mypassword

# These are used for authentication between Aeos and the biometric management system adapter layer.
# For this to work, it also needs to be configured on the container runner (E.g.; JBOsSs or Tomcat).
# Can be omitted.

# Note that each set of settings needs to have it’s own namespace.
# E.g.; bioapi.settings.server.bmsl.id, bioapi.settings.server.bms2.id, bioapi.settings.server.bms3.id.
#

# Example settings:
#bioapi.settings.server.bms0.id=0
#bioapi.settings.server.bms0. name=Test0

#bioapi. sett'ings.server.bmsu.um—https //testserver0:8444/bms/
#bioapi.settings.server.bmsl.i

#bioapi.settings.server.bmsl. namE—Testl
#bioapi.settings.server.bmsl.uri=https://testserverl:8443/bms
#bioapi.settings. server.bmsl.api.service. username=myname
#bioapi.settings.server.bmsl.api.service. password=mypassword
#bioapi.settings.server.bmsl.optional. carrierName=true
#bioapi.settings.server.bmsl.optional. cards=true
#bioapi.setrings.server.bmsl.optional. PIN=true

1. name='upr'ema
.uri=https://192.168.12.20:44301/bioapi
.optional.carriername=true|
.optional.cards=true|
.optional.PIN=true|

# aeos.service.verification for distributing the suspendstartTime

#aeos.service.verification. httpHosturl=https://<master-aeos>:8443
aeos.service.verification. httpHosturl=

aeos.service.verification. UserName=

aeos.service.verification. Password=

NOTE

e If you are using AEOS 3.3.2 or later, please make the following additional settings for added security:

- bioapi.settings.server.oms1.Content-Security-Policy=default-src 'self' https://127.0.0.1:44301 https://127.0.0.1:44301/WE
CClient 'unsafe-inline’ 'unsafe-eval'; script-src 'self' https://127.0.0.1:44301 https://127.0.0.1:44301/WECClient https://1
27.0.0.1:44301/bioapi/cmdfingers/scan 'unsafe-inline’ 'unsafe-eval’; object-src 'self’ https://127.0.0.1:44301 https://127.
0.0.1:44301/WECClient 'unsafe-inline’ 'unsafe-eval’; img-src 'self' data

15



Configuration

Configuring AEOS for BioStar Integration

You can configure BioStar Integration on the Administration menu.
1 Run AEOS and click Administration > Maintenance > Settings > System Properties.

2 Click Verification PIN-code and Enable biometric API.

44.21 | verification PIN-code v |
44,22 Visit management

44.23 Violation & blacklist management

44.24 RESTful WebService

44.30 Enrollment Bioscript fingerprint

44,31 Document scanner

44.32 Enroliment Hitachi fingervein

44.33 Enrollment Kesmos weight

44.34 Enroliment Sagem fingerprint

44,36 | Enable biometric API v |

3

Select the biometric server name for the default identifier type.

04.01 General Default identifiertype
04.02 Default identifiertype for employees
04.03 Default identifiertype for visitors

4

Select the biometric server name for the default verification type, then click OK.

12,36 Default BinarT verification method (overrides default verification method)

12.01 Expart events, using eventfikar: ml

13.02 Export svants, uzing entranea Fltar: =

1303 Fxpart events, using AFpu fiter: =

14,01 Delete visitors without becue(s) after aiven numoer of days™
1402 T T e e ——
1203 Delete employess without badga(s) after given number of days™
14.0¢ Delete cars without badae(s) after iven number of deye™ g

E [ rofie...

Click Management > Maintain user role and select Administrator.

Set Employee - Verification to Read / Write and click OK.

Employes - Unit Hidden Optianal Hidden Default Defauit
Employee - Verification Read/write optional [+] [visible [v] [Default [v] [Defaulk  [+] [ [
Employee - Verification Optonal |~] [Visble [v] [Default [+] [Defaskt [~] [ ] [ [
Employee - Verification .. Optional [~] [visible [v| |[Default [v] [Defauk  [~] [ [
- Write once v m - 2
Parson - Access during Wrte overruie | OPUona! [Visitle__[v] [Defaur | [BefactT+] [] [ [
Person - Apb exduded [Read only [~] Optianal Hidden Default Default
Person - Apb zone Resdonly[x]  Optonal Hidden Default Default
Person - Can be user [Readonly[*]  Optional [visible  [v] [Defaulk [+] [Defauk [+] [ ] [
Parson - Carrier blocked Optional [Visble  [v] Default Default
Person - Carrier block r.. [Readoniy[x]|  Opuonal visible [x]  Default Default
[ S S — L ey | Akl |y ——] Aol s At
. Sewviezs
File Acton View Help
e [EEc Em v e nw
% Services (Local) | [N savices floean
AEOS Application Server Mame ’ Decenption Status Startup Type Log On As |l
“: Activex Installer iAdnstSY)  Providss Us, Menual Local Syste.
ftop the anice % Adapte Brightness Menttorsa Manual Local Service
extart the service - L
#1705 Appii ricd _Auiomatic =
. AZOS Lookup Server Start atic  Local Syste,
Stop. il Local Syst...
Pauce al Local Senvice
Resume ! Local Syste
Local Senvice
& Application Mansgemert P Resinct | Local Syste..
L ASP NET State Service Piovii  AllTasks b bl NetworkS.
Background Intelligent Tre... Tran Mate (0. Local Systen.
£} Base Filtering Engine The Refresh matic Local Service
Biostar Intearation for Necap Bio a—— atic  Local Syste..
Bitlocker Drve Encryptien .. BDES l Local Syste.
7 Block Level Backup Engine .. The Help al Local Syste...
¢ Bluetocth Support Senice  The BIEE0., Weraal Locsl Senvice
BranchCachs Thic cennice Manual Metwork S
i Cettficats Propagation Copies user . Menual Local Syste..
1. NG Key Isolation The CNGke.. Menual Locsl Syste.
5 COM- Event System SupportsSy.. Started  Auomatc  LocalSenice
(7 COM- System Application  Manages th.. Menal
%, Computer Browser Maintzins 2., Started  Manual
(% Crecentizl Manager Provides se. Meanual
i Crypkographic Services Providesfon,  Sterted  Automstic
%1, DTOM Server Process Laun.. The DCOML,  Started  Awtomatic
(s Desktop Window Manager .. Provides De.. Started  Autematic  Local Systs
75 DHEP Client Registersan.. Seerted  Awomastic  Local Senvice
. Diagnostic Policy Service  The Diagne.. Stamed  Awematic  Local Serviee
(i Diagnostic Semvice Host The Diagne.. Searted  Manual Local Senvice
i Diegnostic System Hest The Diagne... Meruaal Local Systs..
i Disk Defragmenter Provites Dis.. Menual Local Syste.. =

'\ Ertended {Srandard /

Stop and Start senvice AZ05 Application Server on Loczl Computer
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Configuration

AEpus Controller

The AEpus Controller matches information that read from the device with user information and controls the door. This s
ection describes how to connect the AEpus Controller to the AEOS and set the Identifier type.

Detecting AEpus on AEOS

1 Open AEOS IP Utility on AEOS folder and check the AEpu host name.
AEQS IP Utility [ & =]

File Help

Type to filter

Mac Address

2 Enroll AEpu host name on hosts for IP mapping.

==]r=]
@uvl + Computer » Local Disk (C) » Windows » System32 b drivers b etc ~T4 ] 2|
Organize v ] open New folder = 0 @
 Favoites Name Date modified Type Size
X
B Deskiop [ hosts 2/21/20188:26PM  File 1KE
&8 Downloads | Imhosts.sam 6/11/20096:00 AM  SAM File 4KB
%] Recent Places [ networks 6/11/2009600 AM  File 1KB
| hosts - Notepad E]
pas
File Edit Format View Help
# copyright (c) 1993-2009 Microsoft Corp. B
#

# This is a sample HOSTS file used by Microsoft TCP/IP for windows.

# This file contains the mappings of TP addresses to host names. Each
# entry should be kept on an individual 1ine. The IP address should
# be placed in the first colum followed by the corresponding host name.
# The IP address and the host name should be separated by at least one

# space.
#

# Additiona11¥, comments (such as these) may be inserted on individual
# Tines or following the machine name denoted by a '#' symbo

#

# For example:

#

# 102.54.94.97 rhino. acme. com # source server
# 38.25.63.10 X.acme. com # x client host
# localhost name resolution is handled within ons itself.

# 127.0.0.1 ocalhost

# Tocalhost

[192.168.12.221 aepu-000dad02050

NOTE
e The path of the hosts file is as follows: C:\Windows\System32\drivers\etc.

3 Run AEconf and click AEpu host table....

" AEconf - CAAEOS\seriptsiconfigurations\aepu-000da002050f.config™ EI@
File Connection Help

=|_'JB\\:;

&9 [mEpu Network 192.168.12.221 |
Metwork | Miscellaneous I Advanced

AEpu host name: aepu-000da02050f

AEServer host name: WM-SEUNGKI-PC

[] Dynamic Host network Configuration (DHCP)
AEpu IP address: 192,168 . 12 ., 221 Subnet mask: 255,255,255, O
[ Domain Mame Server (DNS)
Gateway 192.168 . 12 . 1

AEServer IP address: 192,168, 12 . 20

‘\ Connected root@aepu-000da002050f

17



4 Select the host and click OK.

(o)}

“ AEpu host table

WYM-SEUNGKI-PC

152,168.12.20

e
;

Remawe

Clear

a

(o]

Click “* and [= to save and set AEpu IP settings.

Click & to synchronize the time of the AEpu from NTP server.

Connect to AEOS and check if AEpus is connected.

J @ o

i “ C | i Mot securs | isps /19216812 20544 5/ man/Ms

Maintsin AEpie

Habntenance Haintain Afpus

Contrm acoass oeints

i et |

vimw camfigquration | swve qusey sa.. | | maoet |

azeass painte e =

Maintain ALpGs hreencibe

oy Hest mame ¥ | Last tinee discevered
e X0 umesenghpe 123038 20,3514
Hesponues % [ secu-000dso0ZOSDH /272008 20:36:02
Hedia

| pecsonat |

My tagks

Hy Queries

Favourites

Lest time drsesvered

emtrance | configuration | Moaitor i

Last tene descarded
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Configuration

Setting Identifier Type on AEpu Controller

1 Run AEmon connectedto 1 AEpu and select aepu controller.

2 Right-click on MainDoor and then select Properties....

=S
File View Afpu System Configuration C Group Graphical Test Log Help
Afpu's X | 0| Configuration x | o
~ ZoomIn Zoom Out Zoom To Fit Zoom Normal | Redraw | [7]Show Groups | [ State Moritor [ Selective
4
IC | p
Poadze  unl
Paoore unii
Pdoorl nosi
{> maul noa
Type to fier B Pemul  dda
B lock datl
Punlode o
t> norm b
=i badge
Psnos  pinal
Pablini  biipin
Prer  outdad
> it dotlp
P tm Save compenent...
b e autn
Repert component
1)l Deviees Copy component
Rename compenent...
Modify component...
Delete component
Create event filter...
Select related
Events X ) o
23.02.18 09:31:10.51 MainDoor. Direct Door Alarm = 0 -
23.02.18 09:31:10.51 MainDoor.Door Open Tos Long Alarm =0
23.02. 18 09:31:10.51 MainDoor. Doar Open Too Long Pre Alarm = 0 Properties...
23.02.18 02:31:10.51 MainDoor.Lodked =0
23.02. 18 09:31:10.51 MainDoor Busy = 0
]+ 155102 15.09:31:10.51 MainDoor.PIN Alarm = 0 HI
| 000da002... || [ ‘ImﬂOOdBDOEﬂSOF 200m= 100% IAEOS 331

3 click & iconto open the property editor for Primary Identifier type.

4 Select the identifier type Generic and then click OK.

tentter e lobeined o]
XS 0
Wiegand
Omron

Barcode

ifare

ulti
tDefined
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"
G AEmon connected to 1 AEpu

Enter the Sub type, Format, Bit position and Length information and click OK.

[==r=]
File View AEpu System Configuration Component Group Graphical Test Log Help
Atpu's X | 0| Config
e =
£ ae0u-000d20020 5 . 5 Wentifier Type
Identifier type Generc | w
Tnput Settings AEServer Settngs
Sub type 1 Identifier type Numeric
[IDatatypefiter byt=1[0 |by=2[0 | byi=3 [255 Identifier length =
Badge number Identfier mnimum value 1
Format  [Binary -] ® Numeric () Hex
. - Identifier maximum value | 4294967295
Bit position |15
Sub type 1
Length 32 | bits
Customer code type Alphalumeric
Custamer code
[ Fixed code Customer code length 0

T
. 4

Format | Ascirlphahlumeric
Bit position |0

length [0 |bytes

Target Identifier

Type Generic

] Reverss bytes

Configuration

NOTE

e The Identifier Type of the AEpu controller must be set the same as the Suprema Identifier Type set in AEOS.

Set Sub typeto 1.
Set Length to 32 bits (4 bytes).
Set Bit position to 15.

e Contact Nedap for details on setting up AEpus Controller.
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Fingerprint Enroliment

Fingerprint Enroliment

NOTE
e In order to enroll fingerprints on AEQS, users to enroll fingerprints, entrances and time schedules must be set in AEOS. This
document describes how to set these conditions. For more information, refer to the AEOS manual.

Adding a day and time schedule

You can set the day and time schedule in AEOS. Schedules can be set by specifying Weekly schedule or Free period schedule.
This section describes based on Weekly schedule.

1 RunAEOSand click Authorization > Day/time schedules.

2 Select Weekly schedule or Free period schedule and click New.

Weekly schedule | v MNew I
Free period schedule

7’.:r_|EI:|E|:I

3 Enter information of the schedule then select days of the week to be set, specify the start time and end time, and
click Add.

Maintain day/time schedule
Name™ |WorkingTumes Liopy |
Description
Teme o 1 2 3 4 5 6 7 8 9 10 11 12 13 ‘14 15 (16 17 1@ 19 A 21 22 23

- ===
[_Fasaiay_] H T I I W

Wadnesday H O O
ey ] [ - .

Fi S
Saturcey
Sundsy

Friday
Visible rows: 1
Start time & End time

=)
b5
%]

x Q8:00 17:00
From tour [B0[x] Minte [30]7] [2ed]
Until  Hour [00 =] Minute (90]

| Detete selection | esncel oK

4 Click OK to complete the schedule creation.
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Fingerprint Enroliment

Adding a new entrance

You can add new entrances on the configuration menu.
1 RunAEOSand click Configuration > Entrance.
2 Click New to add a new Entrance.

3 Enter information of the entrance then click Add access points.

Maintain entrance

Name* |EntranceDDor | Country

Location | | Site

Description | | Sub site
Function [[r]

4 Select the access point and click OK.
 eovorces |

Search access point

Entrance rame EntranceDoor
Access point | ] Host name [ |
Tyee | [=] oeseription [ |

| Savequeryas.. | | Reset Max; rows [1000[=] | Search |
Visilile rows: 1 GEE
Access s ‘E Haost name Du:mn
¥ ManDoor S:MIFHDW 240u-DO0LI LTS I
—

5 click oK to complete adding entrance.
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Adding an entrance template

Fingerprint Enroliment

You can manage the entrance template on the Authorization menu. This section describes how to add an entrance.

1 Run AEOS and click Authorization > Templates.
2  Click New to create an entrance template.
3 Enter information of the entrance template then click Add in Entrance part.

Maintain templates

Description

Entrance groups Asd || change || ool |

Name & Description Schedule

— 1 D

4 select the entrance and click OK.

Visible rows: 1 FEER
Name & Location Description Automatic lo...  Automatic u... T sche.. | Verilication ... |

5 Select the schedule for entrance template and click OK.

Entrance name EntranceDoor

Schedule |WorkingTimes v
Cancel

6 Cclick OK to complete creating an entrance template.

Entrance | add || change || Dol
Name a Description | Schedule Lacation

EntmanceCoor WorkingTimes
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Fingerprint Enroliment

Enrolling a fingerprint
Once you have configured BioStar Integration for Nedap, you can enroll and manage fingerprints of user on the AEOS platform.

1 Run AEOS and then log in as an administrator account.

deds

User name* BRI e

Paszword™*

Click Person > Announce.

Enter the information of the employee to enroll the fingerprint and set Contact, Authorization, Identification and Verification,

then click [==].
| Ammownce ]

Employee
Last name* [Noh - Date from™ [22/2/2018 m
First name [SeungKi Dateuwntil [ B8
Middle name Creation date 22/2/2018 08:03

Title [Research Engineer Modification date 22/2/2018 10:33
Gender [Unknown|~ Last time sesn

Telephone no.
Mobile na.

Last used entrance

Last time denied

E-mail Last denied entrance
Language |English - Can be user
Person(nel) no
Department []~]
Contact
Contact person ... | [Clear Telephene ne.
Authorization
Template [EntranceTemplate ] ©& Access during
holidays
Identification
Identifier type Identifier X[£075107221 [i JE=3|
Enroll Identifiers
Verification
Type [Suprema]+ | Date* [22/2/2018 _|%8 ... - Remove verification

4 Whenthe pop up window appears, read the notice and click OK.

192.168.12.20:8445 says

Carrier was successfully registered with the biometric system. Please
click "ok" to continue to the enrollment page of the selected

biometric system.
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Fingerprint Enrollment

5 Select the device to enroll the fingerprint.

A Not secum | maipe /37001 &

surrema

- e 0 | is5raton 3 100900006 (1e2 set sz e+ oo )|

o Vier o S o o —
+ Vmgerprin

on Enralled Fana ~o

St T D
fght iie
Bt

6 Select the finger to enroll the fingerprint in the Not Enrolled list and click (> . When the selected item appears in the
Enrolled list, press Scan.

1% Botariugncr - Frguronis trvsimers vare - docgia Somma "ECIRE
A& Hot secume | ashos /L7001 44301 W

surrema

. Unrm 50 * Dk iz 5taticn 2 160000006 180 14,12 1R}
o Vier o S o o Quay

+ Vmgerprin

Tanid Wikt Tadde

{ When a message saying "Please place the finger on the sensor.” is displayed on the page, place the finger with the
fingerprint you wish to enroll on the fingerprint authentication unit of the device and press the finger gently for better
authentication.

8  When the re-input screen is displayed on the device after a beep sound, scan the fingerprint of the enrolled finger again
(scan the fingerprint of a finger to be enrolled twice).

NOTE
e For more information on fingerprint enrollment, refer to the manual for the Suprema biometric device.
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Fingerprint Enroliment

O  When the scan is complete, click Enroll.

3 < =T=1 =
A Mot o iy 122.0.07:A930WHCE lemt i ne= )

surremo

- UserID =01 - Deriee 8 cStation 2 10030000 {162 168 12 194)

S TerName  Eoanck Noh - Quaiy

) e———

+ Tingerprint

Nor Tl Fvalled

Rght Thimh Right Index
Right vidd =

Hght ing

Rght Lt

Lef: Thumt: =)

Ll <

Laf iddle =

Laf: Ring

Vol e

i

10 when the pop up window appears, read the notice and click OK.

127.0.0.1:44301 says

Succeed to enroll.

NOTE

o To delete an enrolled fingerprint: In the Enrolled frame, select the fingerprint you want to delete and click (_<_J. When you click the
Enroll, the fingerprint will be deleted.
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Troubleshooting

Troubleshooting

When BioStar Integration for Nedap web service does not work normally

e Make sure the database (BioStarlntegration.sqlite) is in the correct path. If the database has been deleted, delete
BioStarIntegration.DbServerConfig.ini file and rerun the server to create a new database.

e Check the version of OpenSSL installed. OpenSSL version 1.0.2I or later that supports the TLS 1.2 protocol must be installed.

When the device can not connected to BioStar Integration for Nedap web service

e If you have BioStar 2 installed on your PC, make sure the BioStar 2 server is running. The device can be connected to the
BioStar 2 server first when the window is restarted. If possible, use BioStar 2 and BioStar Integration for Nedap on different
PCs.
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Appendices

Appendices

Identifier type of Identification is supported only for NedapTest, test type, Suprema, CSN, Secure, Access, and Wiegand.
Supported Identifier types can be updated at a later date.

If you delete the BioStar Integration.DbServerConfig.ini configuration file, a new database will be created.
The path of the configuration file is shown below.
— Configuration file: (C:\Windows\ BioStar Integration.DbServerConfig.ini, BioStar Integration.WebServerConfig.ini)

— Database: (C:\ProgramData\Suprema\BioStarIntegration\db\BioStarIntegration.sqlite)

Configuration files and databases are not deleted through the Uninstaller of BioStar Integration for Nedap.
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