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As NFC is becoming a standard in mobile phones and
most debit cards, we see a strong increase in applications
and popularity. The use for money transactions is a main
driver behind hacking attempts. Especially the danger of
relay attacks, fraudulently extending the range between
card and reader, is widely discussed. NFC is based on
the ISO/IEC 14443 protocol, the same protocol used by
DESFire EV1 cards for e.g. access control. We therefore must
acknowledge the danger of relay attack within the physical
security domain.

The major Dutch banks also took notice of the relay attack
problems. They therefore jointly requested the Dutch knowledge institute TNO to research the impact of relay attacks on
money transactions.
TNO also decided to test their own security system, AEOS,
and advised Nedap on possible prevention measures.
Nedap finds it of high importance to be able to respond to
possible attention for relay attacks within the physical security domain. Just as we did back in 2009 after the Mifare hacking, we should provide our customers with proper solutions.
This document describes different types of relay attacks, as
well as the possible countermeasures and our response.

Relay attack
Relay attack focuses on extending the range between the

The attack is constrained by a timing issue:

card and the reader and makes e.g. use of two NFC enabled

Because of the physical distance between the two NFC

devices, one acting as a reader (mole) and one acting as a

devices, the packets that are relayed will take longer to be

card emulator (proxy). The access control system will not

transferred to the destination. ISO/IEC 14443 communicati-

notice such an attack because it will think a card is actually in

on could be relayed in several ways. Generally, three types of

front of it. An attacker can hold the NFC reader near the card

relay attacks could be distinguished1:

of a victim and relay the data over another communication
channel to a second NFC reader. The second reader will be

1. Passive wired relay

placed in proximity to the original reader and will emulate

2. Relay based on a wireless super heterodyne system

the victim’s card.

3. Relay with demodulation of the signal
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Relay attack

Type 1: Passive wired relay

Type 2: Relay based on a wireless super heterodyne sys-

In this case the mole and proxy are connected by hard wire.

tem

• Cheap and simple with a very low delay
• Limited in range (10 -100 meter)

In this case mole and proxy communicate through
radio signals.

• Difficult to implement; limited delay but dedicated hardware required

• Limited by the communication range of the specific radio
link

Passive wired relay (source: intechopen.com)

Relay based on a wireless super heterodyne system
(source: intechopen.com)

Type 3: Relay with demodulation of the signal

Countermeasures

In this case mole and proxy communicate through demo-

Various countermeasures exist that can be implemented to

dulated digital data to carry it through e.g. a telephone line,

prevent relay attacks. Most of these countermeasures are not

optical fibre, etc.

protocol improvements, but rather expansions for the card

• Easy to implement; for example with two common NFC

holder, or the door reader.

smart phones

•
•
•
•

Demodulation of the ISO/IEC signals

Faraday cages

Potentially unlimited range

A simple prevention measure against relay attacks can be

Most risky

found at the user side. Users can shield their cards with a

Adds significant delay due to buffering of the communica-

metal box that is called the cage of faraday. Very effective,

tion data

not very elegant.

• This additional delay could be detected.

Relay with demodulation of the signal
(source: intechopen.com)

Signing of the Frame Waiting Time

Distance Bounding Protocols

Relay attack is constrained by a timing issue.

Distance bounding protocols are used to detect additional

Because of the physical distance between the two NFC devi-

delays introduced by a relay during a transaction between

ces, the packets that are relayed will take longer to be trans-

two devices. These protocols add an additional security

ferred to the destination. The time range between a challenge

boundary to the RFID system, so that the reader knows

and response is called frame waiting time (FWT). Exceeding

whether the card is presented inside the electromagnetic

the FWT limit will cause the failure of the attack. The ISO/IEC

field, or a relay attack is being performed. NXP introduced

14443 protocol specifies a FWT of 77 milliseconds (ms). The

this so called “proximity check” in their Mifare Plus X card

Nedap Convex and Invexs readers make use of much stricter

technology, assumed to be present in the announced NXP

waiting times by default, namely 5 ms. This significantly edu-

DESFire EV2 chip as well. The principle of proximity check

ces the risk of relay attacks. The Invexs 190, which contains

provides the best protection against relay attacks.

a more recent processor, is able to handle even shorter FWT
(2,8 ms), virtually rendering relay attacks impossible.

TNO conclusions
Dutch independent research center TNO investigated Nedap
access control systems using NXP DESFire EV1 and NXP
Mifare Plus X contactless chips with respect to relay attack
vulnerability. The investigation results briefly summarized:

• Nedap is able to restrict the timing parameters of their
access control systems using DESFire EV1 chips in such a
way that successful type 3 relay attacks are prevented

• Nedap access control systems using Mifare Plus X chips
can use the Proximity Check Protocol, offering immunity
to type 3 relay attacks, while severely limiting the range of
successful type 2 relay attacks.

• Nedap access control systems are vulnerable to type 1
relay attacks but this holds for RFID systems in general.
Such attacks are considered to have a low risk due to the
very limited effective range.
The investigation concludes that, without compromising
user-friendliness, Nedap is able to configure their ISO/IEC
14443 based access control systems for the DESFire EV1
and Mifare Plus X chips such that easy-to-implement relay
attacks are prevented and the effective range of more complicated relay attacks is severely limited2.
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