How access control can keep
your business viable during
difficult times

www.nedapsecurity.com

Business continuity is a key focus in the world of global security professionals. And
the pandemic has made this situation even more complex. But it’s not just health
concerns that can threaten your business. Disaster can strike at any time and can
include a wide range of issues such as environmental risks, production problems and
accidents. All of which can have devastating consequences on your turnover, profit
and reputation, not to mention your employees’ wellbeing.
What many people don’t realise, is that access control can be a powerful tool to
support business continuity. The value of a good physical access control system
stretches far beyond opening and closing doors. It can help to protect your business
and its continuity in a variety of ways.

6 ways access control can contribute
to your business continuity
1. Enforce processes and rules

If you link cardholders’ roles and attributes to your
authorisation policy, your access control system should be

This is especially relevant now, in the middle of a pandemic,

able to automatically update their access rights. People can

as access control must be exercised rigorously. An access

then only enter the sites, buildings, departments and rooms

control system can, for example, alert you if the number

appropriate for their current role, level of seniority or other

of people in a space approaches or exceeds the number

attributes. And you can implement this on a local or global

allowed. People can then be denied access until others have

scale.

left. By limiting occupancy in this way, you can, for example,
help to reduce the spread of infection among employees,

You can also use this approach to revoke authorisation rights

which could affect business continuity.

automatically as soon as employees leave the business.
Which is especially important if they’re going to work for a

An access control system can also help to enforce processes

competitor.

such as sanitising hands, wearing masks and even taking
body temperature measurements. So you can ensure that

It’s important to pay special attention to authorisations for

only people complying with your policies can gain entry to

your external workforce too. As legal agreements between

your buildings and/or specific areas.

hired companies or people don’t always cover the risks of

2. Prevent accidents

safety or security incidents. When enrolling a contractor
in your access control system, you should be able to link
authorisation rights to safety assessments and relevant

For most organisations, health and safety is a key priority.

training. Once the expiry date for any of these passes, the

Any accidents caused by people being in the wrong place at

contractor’s access should be automatically blocked, and

the wrong time can have a catastrophic impact on them, and

they can be invited for recertification.

on your business. So the accuracy of authorisations for your
access control system – for staff, contractors and visitors – is
of key importance to manage business continuity.

3. Protect your valuable data

5. Collate information to keep people safe

It’s understandable to think of physical security initially when

Access control systems can provide a wealth of valuable

considering access control. But what about protecting your

information that can be put to effective use if they have a

business’s important data? Today, data is often a business’s

strong reporting function. Because knowing who was in the

most valuable asset. And if sensitive information is leaked,

building when, and where they moved, can support you in

it could put your organisation in a position that’s difficult to

making well-informed decisions that help to protect your

recover from.

employees, visitors, and contractors.

It’s no surprise that the security of IT systems and networks

Reporting can, for example, instantly show who’s present in

has become significantly stronger to prevent hacking

different areas of your site, which can be especially useful if

and other cybercrimes. But the value of that is reduced if

there’s an emergency. Your access control database should

someone can easily walk into your building and non-public

also flag up if someone has been registered in the same area

areas and steal data while they’re on your premises.

for a lengthy period, such as 72 or more hours, to prevent a
physical search for people who forgot to present their badge

To prevent people overriding your access control system and

when they left.

gaining unauthorised entry, it’s crucial to view it as part of
your IT network. And ensure it’s protected at the same level
as your IT infrastructure.

6. Prevent incidents by enforcing your code
of conduct

4. Quickly put locations on lockdown

Making a log of anyone violating your code of conduct is
especially useful if you’re a large organisation hiring many

If disaster strikes, you may need to instantly lockdown and

contractors. But keeping track of who made violations when,

evacuate an area, building or site to protect employees and

and how, can be tedious. A sophisticated access control

visitors. A good access control system will give you the ability

system can record violations and even do this automatically

to do this swiftly and safely, at the click of a button. And also

in some cases.

provide the information you need to do a roll call and check
the whereabouts of everyone who was in the evacuated area.

If someone makes too many violations within a set time
period, an access control system can automatically put

As part of its lockdown functionality, your access control

them on a blacklist and block their access. This relieves your

system should enable you to pre-set various scenarios or

security team from having to keep track of violations or have

security levels. These will allow or deny access to certain

lengthy or even aggressive discussions with violators. And

areas by specific groups of people in these special situations.

gives them the time and freedom to focus on other areas.

You could, for example, create a pre-set scenario that
prevents access to anyone but emergency response teams
during a fire. Or pre-set scenarios for various levels of
terrorist threat.

Key elements for reliable
access control
As access control is such a powerful tool for business

Software-based

continuity, it’s really important your system is robust enough

Upgrading hardware and software through legacy and end-

to stay on, even under stress or threat.

of-life solutions is always a painful process. If you choose
a software-based access control system you can easily do

Here are five characteristics of an access control system that

regular upgrades, so you always have the latest software on

are paramount in ensuring you can depend on it.

your controllers. And you can do this without the time and

Built-in IT resilience

money involved in replacing physical components.

If your server goes down, you need to know your access

End-to-end security

control system will still operate. For this, you need an access

Your protector needs protecting to prevent physical and

control system based on peer-to-peer communications.

digital attacks on your access control system. End-to-end

This allows door hardware and controllers to communicate

security applies the IT principles of encryption and strong

independently of the server, if need be, across wide and local

authentication to secure all elements of your system. And it

area networks.

ensures cardkeys are stored out of reach, on the safe side of

Sufficient capacity

the door.

If your access control system’s controllers don’t have enough

Open architecture

capacity, they become unable to cope with the number of

An access control system built on open architecture is more

authorisations or events held in them. Look for a system that

likely to give you the adaptability and longevity you need to

provides an authorisation server with a large memory at each

protect your business in the long-term. It should enable you

local door.

to change your set up as your needs change, and safely and
easily integrate other systems to enhance your security and
processes.

AEOS access control
As we can see, access control is a powerful tool to support
your people, your business and your health and security
policies – especially in times of crisis and uncertainty. For
more information about AEOS access control, please contact
us at Nedap or contact your Nedap Channel Partner.
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