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Your protector needs protecting
Many modern physical access control systems are IP-based, powered by smart 
software and able to process large quantities of data. This provides more 
functionality, flexibility, scalability and opportunities for integration. But it also 
means they’re part of your IT network, so it’s essential they’re protected and 
upgraded – just like your other IT systems. 



How could your physical access control system be compromised 
by cybercrime?
Cybercrime is becoming more sophisticated every day and comes in various guises. 
It could, for example,  involve retrieving or manipulating data sent between devices 
to reveal who has access where and when. Or it might involve access card data being 
collected and then copied or cloned.

Taking a step further, cybercriminals may steal someone’s credentials to enable them 
to log into your access control system’s software. Once they’re logged in, they can 
enable unwanted access to all kinds of doors and locations. And, by gaining access 
to your database, they can manipulate or even remove events that show what they or 
others did, for example.

What can you do to protect your physical access control system?
Nobody can say that something is 100% cybersecure, but prevention is definitely 
better than cure. Key measures are to cybersecure your access control hardware and 
software. And also your data storage and the way data is accessed and transferred – 
not just within one building, but nationally and internationally.

Many different components tend to be connected to IP-based physical access control 
systems, so it’s important every one of them is protected against cyberattacks – from 
cards to cameras, readers, databases, controllers and more.

It’s also crucial to have clear security policies for using and managing your physical 
access control system. These should include cybersecurity elements and enforce the 
use of strong passwords that are changed after a set period of days. You should also 
have security policies for other IP-based hardware, such as cameras, because the 
weakest link determines the strength of the chain.

Employees need to be educated in cybersecurity too. We all know examples link not 
to click on links in suspicious emails. But how to recognise these emails as they are 
becoming more sophisticated every day?

Different risk profiles, different security levels
Cybersecurity requirements vary according to the industry and the individual 
business or organisation. It demands resources and investment, so it’s important to 
get the balance right for your business. 

That’s why our AEOS access control system puts you in control of security, so you can 
determine which components in your system you secure and at what level. You can 
also secure communication between every component and access to the AEOS user 
interface. And as cybersecurity becomes more important for your organisation, you 
can scale up the level of protection for your AEOS system.  



Key challenges for securing your readers

When securing your reader, you’ll face two challenges:

Securing 
communication 

between the 
card reader 

and controller. 

Storing your 
card data in 
safe place. 

How we help you address those challenges
AEOS is secure by default
AEOS is designed to be secure and safe by default. Every installation is encrypted, so AEOS more than 
meets the access control requirements of many organisations. But if sensitive card data is stored in 
the card reader on the outside of the door, there’s a potential risk. Card readers containing sensitive 
card data can be compromised and use by cyber criminals to potentially gain access to your cards. 
Making it possible to clone, copy or simulate these cards an getting unwanted access.

Secure communication between card reader and controller (1)
We support several industry standards to ensure AEOS works with a wide range of third-party readers, 
including Wiegand, Nedap rs485, OSDP (secure) and transparent. 

There’s no encryption with Wiegand, security is low, so data transferred between card reader and 
controller isn’t secure. If you use Nedap’s rs485 or OSDP (secure) protocol instead, you add a strong 
level of security between the card reader and controller. With each these protocols, however, the 
card data is still inside the reader, which may be on the outside of your building. This is where the 
transparent reader comes in.



Store your card data in a safe place 

1.
AEOS Default

(Common practice)

2.
Transparent reader

3.
Transparent reader SAM

Keep data on the secure side, so readers 
become transparent
The first step towards storing card data in a safer place is 
to move sensitive data indoors (2). Store the DESFire keys 
(the card keys) in the door controller inside the building, 
rather than in the card reader mounted on the outside of the 
building (1).

It means your readers play no role in decrypting data, so they 
become ‘transparent’. And it ensures decoding, and secure 
communication between the card reader and door controller, 
takes place on the secure side of the door. Hackers can’t read 
data stored in the reader remotely. And if they remove the 
reader from the wall, they can’t extract data either. 

Meet the latest regulations
Because of the risks relating to data being stored in card 
readers, various European countries have issued new 
regulations requiring DESFire keys to be stored on the secure 
side of the door. So this step makes it easier to comply with 
these guidelines.

Keep data on the secure side, in a safe place
The next step is to not only transfer data to the secure side of 
the door, but to store it in a safe place (3). For this, AEOS uses 
a secure access module (SAM), which is a SIM card on which 
data can be stored and not retrieved.

The DESFire keys are stored in a SAM, in a door controller 
inside the building, to reduce the risk of hackers reaching 
them. The card keys are also decoded in the SAM, which 
further reduces risk and provides an even more secure option 
than step one. 



Cyberprotection at the controller level
Now you’ve secured communication from reader to controller, let’s look at how the controller communicates. 

802.1x
802.1x is an industry-standard protocol for authenticating 
devices attempting to connect to your network. When this 
standard is applied, a network connection is only allowed 
if the protocol trusts the relationship (based on digital 
certificates) between the device (the Nedap controller) and 
the authentication server. 

This means that only trusted devices with the right digital 
certificates – in this case, door controllers – are allowed to 
connect to your secured network. Any hardware that doesn’t 
have the right digital certificate isn’t trusted and so can’t 
connect. 

Secure mode
Secure mode is by default available in AEOS, and you can 
activate it via the software. In AEOS Secure Mode, the 
communication between AEOS server and the controller is 
encrypted using TLS. 
• Communication can only be encrypted using the default 

certificate provided by Nedap.



Fully protected, from end-to-end

AEOS end-to-end security (4) goes beyond secure communication between 
the card reader and door controller. Ultimately, you can choose to secure the 
entire access control process: from the identifier to the reader to the door 
controller and through to the central server.

Our end-to-end approach applies all the principles of IT security. It uses 
strong authentication via digital certificates and ensures secure, encrypted 
communication between all links in the entire access control process. You 
can also update keys and certificates remotely, with the highest level of 
encryption.

When strong authentication is applied to door controllers, they can’t be 
replaced by manipulated versions. And it makes it impossible to connect 
foreign devices to your network or send commands to door controllers. The 
communication flow between the various links in your system is secured and 
encrypted on the secure side of the door.

To implement full end-to-end security, you need to install third-party 
certificate management software, which manages the distribution of 
certificates to Nedap controllers, including remote updates to card keys. 

4. 
End-to-end
High-secure
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