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527 doors
7 locations
10,000 identifiers

Increased security and openness?
How Belfius achieved both with AEOS.

A reliable, adaptable system that centralises control
and integrates easily with other technologies

Belfius is one of Belgium’s leading banks with headquarters in Brussels and branches across
the country. The physical access control system protecting its headquarters, and several other
buildings, had become dated and didn’t provide the level of security or adaptability needed. So

Belfius replaced it with AEOS access control.

As a bank, Belfius not only has employees, visitors

and buildings to keep safe and secure, it also has
critical, confidential data to protect. And, to maintain
commercial viability, it must ensure business continuity
and uphold its reputation — which could be severely
damaged by a security breach.

Belfius’s existing security system had become old,
obsolete and more vulnerable. Belfius wanted a stable,
reliable new system based on strong, well-tested
technology.

One of the key requirements for this new physical
access control system was for it to be based on open
architecture and integrate easily with other systems.
Belfius wanted to integrate its HR database, for
example, so authorisations update automatically to
reflect changes such as someone switching to a new
role. It wanted to integrate a visitor management
system so hosts can be notified of their visitors’ arrival
efficiently. And it wanted to optimise people flow by
integrating its lift system with access control.

Belfius also wanted to integrate its facilities
management software to support buildings being
managed efficiently and effectively in response to how
they’re being used. And it wanted all relevant buildings,
systems and authorisations to be connected, and
managed and monitored centrally.
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Freedom to choose

To give operators the freedom to log in to their access
control system from whichever device is convenient,
wherever they are, Belfius wanted a web-based
system. And it wanted to be able to use hardware from
different manufacturers, such as wireless locks and
biometric devices.

Adapts to future needs

This level of flexibility was crucial for Belfius; it wanted
a system that’s easy to adapt, upgrade, maintain and
scale. Particularly as it’s become clear that the future is
less than predictable.

Following the Covid-19 pandemic, for example, the
number of people working in Belfius’s headquarters
each day has reduced from 4000 to 500 as people
continue to work from home regularly. To balance this,
Belfius plans to rent office space to other companies,
which brings new security challenges. How can they
share an access control system with multiple tenants
in a secure way? How will visitors to the various
companies be identified? And how should employee
authorisations be handled?

Easy to monitor, track and report

The pandemic has also increased Belfius’s need for
easy reporting on access control. Its company policy
now stipulates that employees can only come to the
office on a set number of days and must register when
they arrive. And employees must only use the parking
facilities a set number of times per year. This all needs
to be tracked and a report must be sent to the risk
department each morning so they can see who'’s in the
building.
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AEOS selected after a thorough search
Belfius began its search for a new physical access
control system with a broad market consultation
involving more than 10 manufacturers and integrators.
It then issued specifications to six of these companies.

After this in-depth process, Belfius chose Nedap’s
AEOQS access control system because it meets all of
its requirements, and at a competitive price for the
system, installation and maintenance.

Expert installation partners

To allow complete focus on developing and
manufacturing, Nedap chooses not to handle
installations. Instead, it has a certified network of
trusted integrators it calls channel partners — the only
companies authorised to sell, install and maintain
AEQS. This was important to Belfius, as it didn’t want to
be locked in to one vendor. The team spoke to several
of Nedap’s channel partners and chose Securitas to
handle the installation because of its strong knowledge
of AEOS and proven track record. They also value the
fact that Nedap provides experienced second-line
support if extra help is needed.

A smooth transition with no downtime
Thanks to AEOS’s flexibility, the new system could

be implemented gradually, so there was no system
downtime or effect on business continuity during the
migration. The server was installed first to prepare the
central AEOS environment. And, as Belfius’s existing
badge readers were compatible with AEOS, the old
system could remain completely functional to begin
with.

The AEOS controllers, which use powerful Linux
technology, were then replaced one by one. And the
old readers were replaced with AEOS readers before
the new, much more secure badges were issued.



Fast access and reliable, integrated
protection

Once AEQS was in place, Belfius was pleased to see all
its requirements in action.

Marc Noirfalise, Security Advisor at Belfius says: “AEQOS
is proving to be a stable, efficient platform that enables
fast communication between server and controller,

so access can be granted quickly when a badge is
presented. Which is important in our buildings where
people flow can be high at peak times. It’s enabled

us to take central control and integrate a variety of
systems, and it offers the ability to scale in every

way. We can add more people, doors, buildings and
integrations, and make any adjustments, as and when
we need to. And what’s more, we can keep control of
costs for both maintenance and adaptations.”

Simplifying complexity

A modern system with an intuitive web-based
interface, AEOS is easy for Belfius’s operational staff
to use on any device in any location. And AEOS can
easily cope with the complexity of protecting several
zones, each with different security requirements. It
also overrides any complications that could arise from
multiple companies using one access control system.
And it enables easy importing and exporting of data for
reporting at any level of detail.

Support for future plans

When it comes to the future, Belfius has lots of
aspirations that AEOS can support. One plan, for
example, is to install GDPR-compliant kiosks in
reception that can identify visitors using biometrics

or QR codes and notify their hosts of their arrival.
Belfius also wants these kiosks to issue replacement
badges to employees. The aim is to improve visitor flow
and reduce queueing at reception, so more personal
attention can be given to VIPs.

Other future aims are to begin using bio sensors and
a visitor management system based in the cloud. And
when other new technologies come onto the market,
Belfius likes the fact that AEOS will allow it to adopt
them.

Opening up new possibilities

Jonas Vyverman, head of physical security at Belfius,
says: “As we’ve seen in recent times, the future can
bring great and sudden changes. We need a security
system that makes anything and everything possible
and we believe we have that with AEOS. For now, it’s
important for us to have one system and everything
connected to that system. And it’s reassuring to know
that if we want to make changes, add more integrations
or cope with complex requirements, we can do that
easily with AEOS.”

“AEOS was installed at an ideal time for Belfius. It will provide strong,

flexible support for the security team — and the company as a whole —

as it adapts to new ways of working and adopts new technologies.

We look forward to supporting Belfius on its journey.”

Peter Van Bockstal, Business Development Manager at Nedap
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