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The goal for many government agencies is to secure their buildings, but without losing 
a sense of hospitality. Visitors, employees and sensitive data alike must have optimum 
protection. At the same time, people expect government buildings to be open to the public. 
And visitors shouldn’t feel like big brother is watching. 

Still, any intruder with ill intentions must be kept out. Along with hackers searching for 
sensitive data, confidential policy documents, emails and so on. And, of course, not 
everyone is authorised to enter every space. So government buildings must have some 
spaces that are super secure and some that are accessible to the public – extremes that 
require buildings to have multiple layers of security. 
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Vital security criteria
It’s crucial that security elements align seamlessly. If a door is forced open, for 
example, the appropriate security cameras must activate immediately. And facial 
recognition can determine whether a lift door opens for one person but not another. 
Security must not be complicated or inconvenient for employees or visitors; the 
system must do its work quietly without getting in the way. 

Remember, too, that physical access control is part of a building’s IT infrastructure. 
Which makes it just as vulnerable to cybercrime as other elements of the IT 
infrastructure. The physical access control system can’t be the weakest link that 
allows hackers to intercept all kinds of sensitive information. 

So, in summary, security for government buildings must satisfy several important 
criteria. These are:

 L Watertight security that doesn’t prevent buildings  

being open to the public.

 L Seamless integration of various security solutions.

 L A silent operating system that’s almost invisible.

 L Resistance to cybercrime.
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The best of three worlds
Fulfilling these criteria to provide a robust yet flexible security system for government buildings requires the 
integration of various market-leading innovations. Which is what Nedap Security Management, Milestone Systems 
and Heijmans Safety & Security have done. 

In the following interview, these parties explain how their collaboration provides added value for IT managers, 
security managers and facility managers responsible for securing and managing government buildings. In talking 
about security for these types of buildings, they highlight the greatest threats and where the opportunities lie for 
improved security, flexibility and efficiency. 

Marco Schoemaker is the Channel Sales Manager at Nedap Security 
Management. AEOS is Nedap’s platform for physical access control and it’s sold 
through a network of certified access control integrators that Nedap calls channel 
partners. Nedap collaborates with these partners to create distinctive security 
solutions and Marco is responsible for these collaborations. 

Paul Dortmans shoulders commercial responsibility for Milestone in the Dutch 
market. Milestone is the market leader in video management with its XProtect® 
video management software (VMS). Camera monitoring and observation are a 
great complement for AEOS access control (and vice versa). 

Gert-Jan van der Plas is Service Manager at Heijmans Safety & Security. A 
business unit within Heijmans that specializes in the application and integration 
of access control, camera observation, intrusion detection, intercommunication, 
IT systems and control room-equipment.

Why did you, as three separate companies, 
initiate a collaboration?

Marco: “Security solutions comprise of multiple 
disciplines and each discipline is an expertise. To 
provide that expertise as a manufacturer, you have 
to place 100% of your focus on the domain in which 
you want to excel. For Nedap, that’s access control. 
But there’s more involved in securing buildings and 
grounds than access control. And this certainly applies 
to security for government buildings. That’s why we 
look for technical partnerships with other best-in-class 
manufacturers that, in turn, offer strong specialisation 
in their own domains. Milestone is a perfect example of 
this.” 

So how do you work together?

Marco: “Through solid factory-approved integration, 
we ensure AEOS and Milestone’s XProtect function as 
a single system. That way, users get the best of both 
worlds. Heijmans is the binding element: the system 
integrator that ensures the integration functions 
faultlessly at the user’s location.” 

Paul: “Heijmans is indeed a key player in the delivery 
of Milestone products and integrated solutions such 
as XProtect in combination with AEOS. As the market 
leader in video management, customers expect quality 
from us. In other words: security, user-friendliness 
and reliability. That’s why we look for partners who will 
stand behind our product for the long term and who are 
willing to invest in knowledge about our product. 
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As Marco mentioned, it doesn’t make sense to limit 
yourself only to your own product. Customers want 
security across the entire spectrum. Our open platform 
makes it possible to integrate with the best parties 
in the market. That’s why we have an excellent 
collaboration with Nedap for access control.” 

Gert-Jan: “At Heijmans, we are a Milestone Platinum 
Partner and a Nedap Expert Partner. This means we 
collaborate continuously with each other to share 
knowledge, trends and developments. It’s exactly how 
best to serve government agencies with safety and 
security solutions.”

How does the partnership work in practice? 

Gert-Jan: “The collaboration starts with the customer’s 
requirements, of course. Nedap and Milestone have 
short lines of communication with each other; we 
speak the same language. We also continue our 
collaboration to help customers after the security 
system has been implemented. We do this by means of 
a joint, active support desk. We also meet periodically 
to see whether our security solutions still align with 
customer requirements. Keeping in touch in this way 
keeps the partnership lively and relevant.” 

Marco: “For us, partnership means continuous 
investment. We do this for the long term to ensure 
we can meet changing market demands. In the same 
way as Nedap and Milestone’s offering is evolving, 
Heijmans’ offering is also evolving.” 

Paul: “Video management and access control go well 
together, so Milestone and Nedap started collaborating 
to align these two security aspects at the software 
level. Customers can then manage access control and 
video management on a single platform. Heijmans 
invests in their knowledge of Milestone and Nedap 
products so they can offer customers a comprehensive 
solution.”

How do you provide added value to govern-
ment agencies?

Marco: “The added value lies primarily in the 
integration of the various technologies.”

Paul: “Indeed. You arrive at reliability, security and 
functionality via seamless integration. Those are the 
values the government sector considers important. 
Through our frequent contact with government 
agencies, we know the challenges they encounter and 
we adapt our products to meet their needs.”

Gert-Jan: “Exactly ¬¬– it’s about the total solution. At 
Heijmans, we integrate systems and functionalities. 
We sit down with customers to take a look at the 
entire process. From advice to design and from 
implementation to management and maintenance. In 
the first place, a security system must provide security, 
of course. But government agencies also want to have 
a good grip on the total cost of ownership and an 
effective multi-year maintenance plan.” 
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What’s the current status of security in the 
government sector?

Marco: “The government sector gives security high 
priority. Many buildings combine publicly accessible 
spaces with closed-off zones. This requires solutions 
that combine high security with convenience. After all, 
employees need access to spaces in such buildings 
that visitors aren’t allowed to enter.”

Gert-Jan: “Providing unambiguous answers to these 
challenges is not easy. Especially as a government 
comprises many different stakeholders. In general, 
I’d say security is fairly well managed at government 
agencies. Quality and operational reliability are given 
clear priority. This is reflected in detailed vision 
documents and security frameworks outlining how 
security should be organised.” 

Paul: “As Gert-Jan mentioned earlier, government is a 
broad sector. This requires differing forms of security 
in various buildings. In the area of cybersecurity, in 
particular, we see the government sector turning to 
external advisors and consultants, which is a positive 
move.” 

So the awareness is there. But what are the 
opportunities for government agencies and 
how can they exploit these?

Marco: “A pleasant visitor experience makes for a 
distinctive government agency, of course. With our 
AEOS solution and Milestone’s XProtect, Heijmans 
offers a broad range of products and services for 
optimising that visitor experience. We also invite 
agencies themselves to visit us as manufacturers for 
inspiration.” 

Paul: “There’s a good reason we have an Experience 
Centre at Milestone; it’s where we show our vision of 
the future. After all, our market is developing rapidly 
and it’s good to be able to look a bit further ahead 
during the orientation phase. What are the trends 
and what else is possible with video management in 
addition to deploying cameras for security? We’re glad 
to discuss this with security managers, IT managers 
and other professionals at government agencies.” 

Gert-Jan: “You see some considerable differences 
among the agencies. As a result, the quality isn’t 
always consistent. This is due to disparate wishes 
and requirements that aren’t always clear from the 
standpoint of laws and regulations. An unambiguous 
document, possibly with adaptations for each sector 
or type of user, would be helpful. So you have a global 
idea of the advisory and implementation requirements 
and how management and maintenance should be 
done. Governments would then use a more uniform 
security policy, possibly under the supervision of 
certifying bodies. Certainly in relation to information 
security and other current threats. These issues require 
government-wide vision within a clear framework of 
standards.” 

6



What are the current threats affecting the 
government sector?

Gert-Jan: “Intentional and unintentional theft of 
sensitive corporate information is one of today’s 
serious challenges. A system integrator such as 
Heijmans must, therefore, take a critical look at 
products and at the manufacturers behind these 
products. We include potential threats in conventional 
risk analyses. And think that cyber measures deserve 
at least as much attention as OBE measures – in other 
words, the organisational, structural and electronic 
measures.”

Paul: “Cybersecurity is indeed important. Especially 
when dealing with personal data. It’s up to us to 
ensure a proper privacy policy and then to partner with 
companies that have the knowledge and experience to 
install systems in the proper manner.”

Gert-Jan: “The importance of management, 
maintenance and keeping risk analyses up to date 
is sometimes underestimated. All this, and the risks 
surrounding the client’s primary process can change. 
In fact, with today’s increasing external risks, I can put 
it even more emphatically: those risks will certainly 
change. Your security measures will have to continually 
anticipate those changing risks. To mitigate this threat, 
boardrooms must recognise it and be willing to invest.”

Marco: “That’s right. We all realise that hacking is an 
increasing risk that won’t go away soon. That’s why 
it’s important your security system protects against 
this threat from the outside. At Nedap we often say: 
‘Protect your protector’. So the trick is to have physical 
security align with cybersecurity.” 
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How do you do that?

Marco: “Manufacturers must defend themselves 
actively against cybercrime. Nedap does that by 
embracing IT standards. For example, we’ve made 
sure our door controllers support the 802.1x protocol 
and identify themselves in the network using this 
standardised protocol. Furthermore, for governments, 
advice from experienced consultants is a good idea. 
Heijmans is a good example of this. They have the 
knowledge to advise in the area of cybersecurity. This 
way, as a government agency, you quickly learn what to 
focus on and where things can be improved.”

Gert-Jan: “Particularly in this area, up-to-date risk 
analyses are extremely important. It’s good that 
they’re drafted on the drawing table, but they can’t 
simply disappear into a drawer after that. We also take 
a critical look at the security of the products used. Do 
they have end-to-end security? What is the update 
cycle?”

Paul: “It works the same the other way around. The 
party that installs the system must have the proper 
knowledge and experience. So we test system 
integrators for this, and only allow certified partners 
to install our products at our clients’ locations. In 
addition, we make sure these products have all of the 
tools for GDPR-proof installation.”

Does every government agency require the 
same level of security?

Gert-Jan: “At the outset, yes. The same criteria should 
apply to governments. At the same time, bespoke work 
is always added to this foundation. After all, every 
instance is different and faces different risks. These 
deviations must always be taken into account.”

Paul: “I agree. The starting point for every system, 
of course, is that it is constructed to be cybersecure. 
Milestone has a hardening guide that provides the 
guidelines. The greater the use of various techniques 
and innovations, the broader and more complex the 
cybersecurity must become.”

Marco: “You always have to figure out the impact of 
someone getting somewhere they’re not allowed to be. 
Every government building has different spaces that 
require varying degrees of security.”

But where do you start if you are responsi-
ble for securing a government building?

Gert-Jan: “Naturally, there’s always a certain need 
and we’re glad to hear what that need is. It’s then 
our job to elaborate this further and to describe this 
as a functional requirement. We then translate this 
requirement into a proposal for a technical solution. 
Broadly speaking, this is the path we take. So 
interested parties can certainly get in touch with me.” 
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