
RELEASE

www.nedapsecurity.com

2024.2
AEOS 2024.2 takes end-to-end security to the next level with the introduction of AEOS 
certificate management (ACM) and Device certificate management (DCM). In addition, 
multiple firmware loading and multiple intrusion templates promise greater flexibility 
and more effective security management. Plus, a number of improvements to the user 
experience.

• With AEOS 2024.2, you can now select and 
schedule updates for multiple Kernels, Firm-
wares, and Configurations across all connected 
AEpu (Blue) controller devices, including 
AEpacks and Nedap readers.

• By reducing the steps involved, updating your 
Nedap devices becomes more efficient and 
flexible, allowing you to choose exactly when to 
run your updates.

Multiple Firmware loading
Choose the perfect time for your updates

• AEOS certification management (ACM) manag-
es keystores on all AEOS system components 
that are connected to the network (e.g. AEOS 
servers, lookup/database, and door controllers). 

• With Device certificate management (DCM), a 
subset of ACM, both Nedap card readers and 
AEpacks now also get unique certificates for 
secure TLS communication through the device 
certificate manager on the AEpu Blue control-
ler. These certificates are managed exclusively 
by the controller itself.

Certificate Management
ACM and DCM elevate cybersecurity

• With AEOS 2024.2, you can now assign multi-
ple intrusion templates to a single carrier, 
allowing you to manage different spaces or 
buildings more effectively.

• The authorisations of each assigned template 
are combined, giving you greater flexibility in 
defining schedule and functions.

• This feature allows the assignment of intrusion 
templates by the rule engine to carrier groups 
and through the SOAP web service.

Multiple intrusion 
templates
Greater flexibility and more effective 
management possible

AEOS Upgrade Assurance
The easiest way to update your system 
to AEOS 2024.2, and stay updated, is 
to join our Upgrade Assurance 
programme. Please contact your 
Nedap representative for details.

    Reader firmware    Controller firmware
    Kernel  

    Template 1

    Template  2

    Template  3

INTRUSION

Certificate
manager


